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ABSTRACT

Sequential recommendation systems play an important role in de-
livering personalised user experiences, yet they rely heavily on
detailed user history, raising serious privacy concerns. In this work,
we introduce a novel framework that integrates a randomised re-
sponse mechanism into sequential recommendation to provide
strong privacy guarantees while preserving recommendation effec-
tiveness. By obfuscating user history through controlled probabilis-
tic item substitution based on semantic similarity, our approach
ensures that released sequences protect individual behaviour with
provable Bayesian posterior privacy. We further propose training
strategies tailored for privacy-filtered data, including a frequency-
based vocabulary expansion method inspired by subword tokeni-
sation. Experiments on four real-world datasets demonstrate that
our approach preserves recommendation quality under strong pri-
vacy constraints and outperforms existing baselines even without
applying privacy filters.
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1 INTRODUCTION

Recommender systems play a critical role in providing personalised
content [2], where the goal is to suggest relevant items to users from
vast item collections [21]. The current focus is on building effec-
tive recommender systems that accurately model user preferences
based on their historical interaction data [30]. With the progress of
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deep learning [15], deep sequential recommendation (SR) models
have become a leading approach [14, 35] and have shown strong
performance across various recommendation baselines [32].

Despite the remarkable progress in SR, most existing methods
rely heavily on historical user interaction data. This dependence
raises serious concerns about user privacy [39], as collecting and
storing such detailed behavioural data can expose sensitive per-
sonal information. While recent research has largely focused on
improving recommendation effectiveness [12, 13, 17, 20, 28, 33],
privacy is also an important concern. As a result, there is a growing
need for recommendation approaches that can balance effectiveness
with strong privacy protections.

Existing work has explored ways to reduce the reliance of SR
systems on user data [3, 8, 23, 27, 31]. For example, federated train-
ing can be used to limit exposure to sensitive information [19, 24].
However, such approaches still require detailed user histories at
inference time, which introduces privacy risks, particularly when
transmitted data are sent to remote servers [36]. Differential pri-
vacy [6] has also been explored by Hu and Fang [16] to inject
noise into graph neural networks, but this leads to degraded perfor-
mance [36, 41]. Other efforts [36] focus on obfuscating input data
but lack formal privacy guarantees. As a result, there remains a
critical gap: how to ensure provable privacy for user history while
enabling SR to work effectively on privacy-preserving inputs

In this work, we propose a privacy-preserving framework for se-
quential recommendation that applies a randomised response [37]
mechanism to user history before it is sent to the recommender
system. Instead of sharing exact interaction sequences, each item
is probabilistically replaced with a semantically similar [25] alter-
native, providing formal Bayesian privacy guarantees. This obfus-
cation is applied at the data level and operates independently of
the model architecture. To better fit the resulting privacy-filtered
sequences, we introduce a training strategy based on frequency-
driven vocabulary expansion inspired by subword tokenisation,
enabling the model to capture meaningful sequential patterns from
perturbed inputs. Experiments on several real-world datasets demon-
strate that our approach retains strong performance even under
tight privacy constraints and outperforms existing baselines in
standard (non-private) settings.

2 PRELIMINARIES IN THE SEQUENTIAL
RECOMMENDATION PROBLEM

2.1 Sequences and Next-Item Recommendation

Essentially, sequential recommendation recommends a sequence
and/or takes sequential data as input to make recommendations.
For instance, a university library system notices a student reads
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“Pride and Prejudice” followed by “Jane Eyre”. Using sequential
recommendation, it suggests “Wuthering Heights” and then “Mid-
dlemarch”, continuing the student’s journey through reading classic
British literature.

Formally, we let random variable u denote a user, e.g.,, the student
who uses the library system. Also, we denote the item set, e.g.,, all
books, using a (possibly infinite) discrete set V where each item,
e.g.,, “Middlemarch”, is an element of V. Then, we can define a
sequence as follows.

Definition 2.1 (Sequence). Let V denote the set of items. A se-
quence is a discrete stochastic process (v;);cz, where each vy is a
random variable taking values in V. If a clear start of the sequence
exists, we denote this process as (v¢)zen-

Item recommendation. The recommendation process can be mod-
elled as a function f; : U X vk  V, if k items in a sequence are
given as input. The most straightforward case is when v, v1, . . ., v _1
are given, whereas the goal is to recommend a good vy to user u.
There are also other scenarios like directly recommending vy
based on vy, v1,...,0k_1, i.e., v is skipped. Recommending a se-
quence of mitems, e.g.,, Vg, Vg1, - - - » Up+m—1, can be achieved through
m times of item recommendation, i.e, let fi ;; denote the straight-
forward next-item recommendation function, then we obtain

Ok = fi+1 (400,01, .., 0k 1)

Oks1 = firne1 (400,01, .., 0)

1

Oktm—1 = ferm—1,41 (400,015« s Vpym—2) -

Intuitively, a fundamental research objective in sequential recom-
mendation is improving the recommender f to better fit user pref-
erences, possibly via various objective functions [5, 13, 14, 22, 38].

2.2 Machine Learning in Sequential
Recommendation

The recommender function f;, : U X V¥ — V can often be learned.
That is, we optimise f to let it fit the joint distribution of k known
items and the targeted one. For instance, consider a simplest form
of Markov chain, which assumes that the next item depends only
on k preceding items. Formally, for a user u and a sequence history
(V) re (NN [0,k)) k' > k> the Markov assumption is

Vt>k.P(vi=v|u=uvyg=00,...,V¢—1 = 04—1)

@

=P(vi=v|Uu=uvV;_ =0s_j,..., V-1 = U_1).

The Markov property enables efficient user behaviour modelling
without requiring the full sequence history [10, 11, 29]. The corre-
sponding recommender function may then take the form

f}?ﬁrkov(% Ufp_fes-vns Ut—l) =

N ®3)
argmaxP(vy=ov |u=uvV;_p =0, ..
veV

Vi1 = 0p-1),

where P(v; =0 |u=u,v;_j = 0;_g,...,Vi_1 = v;_1) is the esti-
mated probability of item v; and can be expressed by a parametrised
functiong : ® X U X vk R, Here, © denotes the set of all pos-
sible parameters, e.g.,, a set of neural network models. Intuitively,

the recommender fMarkov

a1 ¥ can be optimised by minimising the
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Kullback-Leibler divergence (KL divergence) between the given
empirical distribution and the estimated distribution, i.e.,

min - Z Z logg (6, w0 g s - - s Or—1,us V1) - (4)

0ec® T

Bidirectional condition. Sometimes, recommendations are condi-
tioned not only on past items but also on future ones. For example,
if a student has read “Pride and Prejudice” and “Jane Eyre”, and we
know they are later expected to read “Middlemarch”, but the book
in between is unknown. The system may recommend “Wuthering
Heights” in this case.

Here, the recommender f; can be learned more flexibly than in
the purely unidirectional setting [32]. For any sequence containing
k + m items, the recommender training can be supervised by any
m items in it, rather than just the last m items. Moreover, each
of the m supervising items can condition on any other k items in
the sequence, rather than k consecutive items. The corresponding
recommender function may then take the following form

fBl(u, Vips o+ o5 Uig 115 -+ -5 U Btar et) =
k g

®)

arg rgleas);P(viulrget =v|u=uvj =0j,...,Vi =0j).

Similar to the unidirectional case, we could optimise kai by min-
imising the KL divergence between the empirical distribution and
the estimated distribution.

3 RANDOMISED-RESPONSE SEQUENTIAL
RECOMMENDATION

In this section, we introduce the randomised-response sequential
recommendation to protect user history privacy while maintaining
recommendation effectiveness. We first present the randomised
response mechanism that guarantees privacy during sequential
recommendation. Then we describe how the recommender can be
trained to accommodate this privacy-preserving setting.

3.1 Protecting Data Release with Randomised
Response

In sequential recommendation, user history is provided to the sys-
tem to generate the next item. When the system is hosted remotely,
this history must be uploaded, even if only a portion (e.g.,, in Markov
settings) is used. Since the exact user history often contains confi-
dential information, transmitting it poses privacy risks.

Therefore, we aim to investigate whether we can filter out private
information in user history, with formal guarantees of privacy
protection. Further, if such a guarantee is obtainable, what does the
guarantee suggest?

To address this, we propose a randomised response mechanism
integrated into the sequential recommendation process, as described
in Algorithm 1. Intuitively, Algorithm 1 first assigns an alternative
item to each original item (Lines 1 - 10), independently of any user
or historical data. Then, each item in the user history is randomly
replaced with either its original or alternative value (Lines 11 - 18).
The resulting history, disentangled from private information, is
then used for recommendation (Line 19).
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Algorithm 1 Randomised-Response Sequential Recommendation

Require: f; ;1 (Recommender function), u (user), 01,02, ...,0n—1
(history sequence), V (item set), h : V — R4 (embedding
function), € (privacy parameter)

Ensure: Next item in sequence vy,

1: Define mapping of alternatives A « { }

2: foro’ € Vdo

3 dmin — 0

4 forov”” € V\ {v’ } do

5: d — [|h(v") = (")l
6 if d < dpjn then

7 Alv'] « 0", also dyin «— d
8 end if

9 end for

10: end for

11: fort=0,1,...,n—1do

12: Sample g ~ Uniform(0, 1)

13: if ¢ > {/e/(e +1) then

14: uf’ — Alovg]

15: else

16: U? — Up

17: end if

18: end for

19: Up — fn41 (u, ug,vf,...,vz_l)

Choose alternative items. We embed items into dense vectors
to capture their semantic and contextual meaning. Then, we se-
lect the nearest Euclidean neighbour as the alternative. For exam-
ple, LLaMA-2 [34] embeddings provide both semantic depth and
grounded real-world detail. Intuitively, the alternative item is ex-
pected to be closely related to the original one to keep the history
sequence reasonable.

Compute the privacy guarantee. The privacy is protected when
we transform the original history vy, v1, . . ., vp—1 to the randomised-
response sequence vg, UIIJ, e, 05_1. For example, if n = 4 and the
original history is [“Pride and Prejudice”, “Wuthering Heights”,
“Jane Eyre”, “Great Expectations”], we apply a randomised process
to each item, e.g.,, with probability 0.54, an item is kept unchanged,
and with probability 0.46, it is replaced by a fixed alternative (e.g.,,
“Pride and Prejudice” might be replaced with “Persuasion”, and
“Jane Eyre” with “Jane (April Lindner)”). As a result, the released
history might be [“Persuasion”, “Wuthering Heights”, “Jane (April
Lindner)”, “Great Expectations”]. In this case, an attacker cannot
guess the original sequence with more than a 1 in 10 odds, making
the exact reconstruction of reading history highly unlikely. In a
general case, a formal Bayesian guarantee is as follows.

THEOREM 3.1 (POSTERIOR PRIVACY). Letvg,01,...,0n—1 € V" be
a sequence history of n items. Suppose each value is obfuscated by the
randomised response mechanism
R(0) a(v)  with probability 1 — (ﬁ)l/n
) =
v with probability (£ )1/"

1+€

(©)

>

where a : V — V is a deterministic injective mapping such that
a(v’) # o’ forallv’ € V. Then for any privacy intruding guess
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((It)?z_ol from sequence R(vp), . ..,R(vn—1), the posterior odds of cor-
rectly recovering the original sequence are bounded by €, i.e.,

P ((vt);;—ol = 90,0 | R(UO),...,R(Un_l))
<e. (7)

P(@075 # 00,0 | RG@0), - R(oa-1))

ProOF. Let p < 1/2 denote the probability parameter of the
randomised response Bernoulli trial [40], i.e., the probability of
replacing an item with its alternative. Then, the probability of
correctly guessing the full sequence is (1-p)", and the probability of
any other sequence is 1 —(1—p)". Thus, forany 1-p < {/e/(1 +¢€),
the posterior odds of the correct sequence given the obfuscated are
bounded by (1 — p)"/(1— (1 —p)"), thus upper bounded by . O

Intuitively, even with knowledge of the mechanism and prior, the
probability of recovering the private history is upper-bounded. In
practice, given any specified privacy parameter € and the alternative
of each item, we can generate a privacy-filtered sequence for the
original history (Lines 11 - 18 in Algorithm 1).

Note that Theorem 3.1 holds regardless of which alternative is
chosen for each item. The alternative item choice is a matter of
the sequence content. If the alternative is semantically related, the
sequence changes less. If the replacement is arbitrary, the result may
differ greatly, potentially affecting downstream recommendations.

3.2 Training Sequential Recommender for
Privacy-filtered Data

Privacy-filtered sequences pose unique challenges for recommender
training. Injected randomness disrupts local item continuity, while
replacements can introduce semantic drift. To improve generaliz-
ability and reduce sparsity, we introduce a frequency-based com-
position strategy inspired by subword tokenisation methods such
as byte pair encoding [7]. Still, adaptation to fit our framework is
necessary. Specifically, given the item set V, we iteratively merge
frequent adjacent item pairs (vs,vr41) € V2 into composite units:

V'« VU {vr_os41} (®)

Intuitively, the item set keeps growing till its size meets a pre-set
number, e.g.,, 20,000 for Steam.

Combined with bidirectional modelling as in Equation (5), this
item composition approach helps the model recover meaningful
structure from both directions, even when items are actually re-
placed with alternative items (i.e., UltD # v; with some probability p).
Note that we do not apply randomised response to labels in order
to preserve a reliable training signal for the model, ensuring that
supervision remains grounded in true user behaviour.

Compared to existing bidirectional methods such as BERT4Rec [4,
32], our adaptive vocabulary expansion reduces sparsity and cap-
tures semantically meaningful segments, enabling the model to
operate over higher-level patterns that are more resilient to noise.
For example, even if one token in a frequent phrase is replaced, the
composed segment may remain familiar and reasonable.

4 EXPERIMENT

While we can pre-know how much privacy has been protected by
setting the parameter €, we need empirical experiments to answer
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Figure 1: Performance comparison of next-item prediction
with varying privacy constraint. HR at 1 is in solid lines, and
NDCG at 5 is in dashed lines. A shaded area illustrates the
performance gain of our method when the privacy constraint

becomes stricter, i.e, the posterior difference (¢) decreases.

the following research questions. (1) How does the privacy con-
straint affect the performance of the randomised-response sequen-
tial recommender? (2) What is the role of the position of privacy-
filtered items within a sequence?

Essential settings. We run experiments [1] on four real-world
datasets: Amazon Beauty, Steam, MovieLens 1M (ML-1m), and
MovieLens 20M (ML-20m) [9], which vary significantly in domain,
size, and sparsity. For evaluation, we adopt the widely used leave-
one-out protocol [12, 20, 33], i.e., the last interaction is used for
testing, the second-to-last for validation, and the rest for training.
Each test item is ranked against 100 negative samples [17, 32]. We
report Hit Ratio (HR) at 1, and Normalised Discounted Cumulative
Gain (NDCG) at 5 [18]. To benchmark performance, we compare
against representative baselines, GRU4Rec [14] and BERT4Rec [32].

RQ1: Sequential recommendation performance with varying pri-
vacy constraints. We vary the privacy parameter € at a series of
values (from 1/10 to 1/10,000) to evaluate the recommendation per-
formance on the privacy-filtered history. At each € level, we report
both HR at 1 and NCDG at 5 for each method.

Figure 1 presents the results of this experiment. The proposed
training method consistently outperforms all baselines across the
four datasets, achieving at least a 2% improvement. More impor-
tantly, our method maintains stable HR and NDCG performance
even as the privacy constraint becomes more stringent, approach-
ing € = 1/10,000. Specifically, as € decreases from 1/10 to 1/10,000,
our method experiences an average (relative) drop of 16% in HR
and 12% in NDCG. This drop is significantly smaller than that of the
baselines, which have at least a 66% drop in both metrics. Overall,
this result shows that maintaining performance while guaranteeing
privacy is realistically achievable.

We also observe that the sequence length of user history affects
the stability of performance under varying privacy constraints. For
shorter sequences, such as those in Amazon Beauty and Steam
(with an average history length of 10 items), the performance drop
is relatively small, around 10+0.3% in both HR and NDCG. In con-
trast, for longer sequences (averaging 145 items), we observe a 24%
drop in HR and a 15% drop in NDCG. A similar trend is seen in
baseline methods. This may be because in shorter sequences, the
next item has weaker dependency on prior history, reflected in their
overall lower performance (about 40% of that for longer sequences).
As a result, replacing some items with alternatives has a limited
impact. In longer sequences, however, models may rely on stronger
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Figure 2: When the same privacy constraint € is satisfied, the
position of high-privacy region, as illustrated in (a), may still
affect the performance, as shown in (b).

sequential patterns or shortcuts for next-item prediction, which are
more easily disrupted by such changes.

RQ2: Role of privacy-filtered position. In some cases, the user-
defined privacy constraint allows flexibility in setting the proba-
bility for randomised response. That is, an extremely low value of
{e/(e + 1) is not always needed to meet the required privacy level.
This opens the possibility of choosing which parts of the sequence
history to obfuscate more strongly. For instance, we can define two
probabilities, 0 < p; < p2 < 1/2, where replacing an item with
probability py provides stronger obfuscation than with p;. If we
apply stronger obfuscation (with p;) to An items in an n-length se-
quence, p1 and p, should satisfy (1—p1)”’A” = e(l—pz)’A”/(1+e).

This approach helps us understand how strongly obfuscated
parts of the sequence affect next-item prediction performance. In
the experiment, we set p; = 0.1 and applied p2 to An = 0.2n con-
secutive items in each sequence. Figure 2 presents the MovieLens
20M result. As the high-obfuscation region shifts from the begin-
ning to the end of the sequence, we observe a gradual increase in
performance drop. This is likely due to the nature of real-world
sequence data, which often aligns with the Markov assumption,
i.e., recent items correlate with the next item more strongly than
far-off items do. This finding also suggests that even under the same
overall privacy level, the choice of obfuscation strategy can lead to
different impacts on model performance.

5 CONCLUSION

We introduce a formal Bayesian privacy guarantee with a ran-
domised response mechanism, letting users bound the probability
that an attacker can infer their history. This strict constraint ensures
all recommendations meet a rigorous privacy standard. Further-
more, to address sparsity from randomised response, we improve
bidirectional modelling by merging frequent bi-grams into com-
posite items, improving stability as privacy tightens. Our results
confirm the feasibility of preserving user-history privacy without
compromising recommendation performance. In future, we will
extend our discussion on the Bayesian privacy guarantee compared
to differential privacy guarantees on sequential recommendation,
as well as investigate its robustness against adversarial attacks [26].
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